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Overview
This procedure provides the guidance and documentation for the completion of a Data Protection Impact Assessment (DPIA) for any change activity being undertaken across Devon and Cornwall Police / Dorset Police.
The DPIA should be conducted in consultation with the Information Assurance Team, in conjunction with the already established Information Assurance process.
The procedure consists of several steps which should be completed in order.
It is likely that this template will only be required at the beginning of any medium/large project involving the use of personal data, or if you are making a significant change to an existing process. However, it is best practice to consider whether a DPIA is required for any change that involves processing of an individual’s personal data.
The final outcomes and any risk mitigation activity should be integrated into your project plan.
For support and guidance on completing please contact the Business Change Team on via e-mail to ABCGeneral@devonandcornwall.pnn.police.uk
Summary Information (please complete for filing / tracking purposes)
	Project overview:
	This DPIA is to assess the data protection impact, compliance and privacy implications for the use of Live Facial Recognition (LFR) to be used by Devon and Cornwall Police (DCP) and Dorset Police (DP). Each Force is a separate legal entity and separate Controllers for the personal data being processed.
Retrospective Facial Recognition (RFR) and Operator Initiated Facial Recognition (OIFR) or covert use of LFR are out of scope of this DPIA
LFR is a real-time deployment of facial recognition technology, which compares a live camera feed of faces against a predetermined watchlist. It is an overt tactic to locate people who are wanted by order of a court, shown as an outstanding suspect for criminal offences or otherwise need to be legitimately located by the police.

	Project name:
	Live Facial Recognition (LFR) 

	Purpose of the project:
	Live Facial Recognition technology is considered an efficient and effective policing tactic to support policing in the identification of persons wanted for priority offences, to support law enforcement including the administration of justice (through arrest of persons wanted on warrant or unlawfully at large/recall to prison), prevent and detect crime or help identify high risk individuals.
How LFR will be deployed by the Force is set out below with documents available to supplement this guidance. Any specific queries relating to the Force use of LFR can be sent to FRT@devonandcornwall.pnn.police.uk 
Whilst LFR for law enforcement is not subject to dedicated primary legislation it is regulated by sources of primary and secondary legislation, as well as both national and local policy. These can be viewed within the DCP & DP LFR Legal Mandate. DCP and DP have taken into consideration use of LFR under this guidance to comply with our duties and obligations relating to privacy, protection from discrimination, equality and diversity, Data Protection and Freedom of Information, along with The College of Policing Authorised Professional Practice (APP) – Live Facial Recognition (LFR).
DCP and DP are committed to ensure that use of LFR is transparent and that the technology is used lawfully, legitimately and responsibly and to help ensure that public trust and confidence is not eroded by its use within their communities.

	Overview of how the project / deliverables will operate:
	Depending on the resources available, the LFR system in the vans will be operated by either:
· trained and experienced officers from the host force (host force = data processor, relevant agreements in place), or
· trained force officers, supported by officers from the host force (in-force processing), or
· trained and force officers (in-force processing).
DCP is the data controller for DCP specific deployments
DP is the data controller for DP specific deployments. 
Before each deployment the respective Force completes a written authority. The Authorising Officer (AO) is Superintendent level or above. It sets the purpose, location, dates and times, the threshold, watchlist criteria, the signage plan, and deletion controls. A watchlist is built from lawful sources for that deployment and is quality checked.
During the deployment overt cameras capture faces within a zone of recognition. The application detects a face, creates a biometric template, and compares it to the watchlist. If the similarity score meets the threshold, the system generates a possible match alert with three thumbnails for the operator to review. The operator records a decision with a short rationale. 
An alert is not an instruction to arrest. Any engagement is decided by an officer.
After the deployment non-matches have already been deleted. Possible match items and templates are deleted within 24 hours. The watchlist and any related metadata are deleted within 24 hours. Operator, engagement, and command logs are retained under MoPI. A post deployment review records metrics, assurance checks, lessons, and actions for training, thresholds, watchlist criteria, signage, and communications.


Step 1: Identify the need for a DPIA
Explain broadly what the project aims to achieve and what type of processing it involves. You may find it helpful to refer or link to other documents, such as a project proposal. Summarise why you identified the need for a DPIA.
Project aims and context
Live facial recognition compares faces seen on overt cameras against a predetermined watchlist to locate persons sought for policing purposes by generating an alert when a possible match is found. The aim is to prevent and detect crime, preserve order, safeguard the public, and bring offenders to justice. Illustrative uses include locating people wanted for criminal offences, preventing entry to an area by people who may cause harm, and locating people who may be at risk of harm to themselves or others.
Type of processing
Real time capture of facial images within a defined zone of recognition. Automated detection of faces in the live feed. Extraction of features to form a biometric template. Comparison against watchlist templates. Alert generation when a similarity score meets the set threshold. Human operator review of every alert followed by officer engagement if required. 
High level operation
Six stages are followed. 
1) Compile or use a database of images for a watchlist with features extracted to templates. 
2) Acquire facial images via live CCTV as people pass through the zone of recognition. 
3) Detect faces and isolate individual faces. 
4) Extract features into a biometric template. 
5) Compare templates to those on the watchlist. 
6) Generate an alert where the similarity score meets the threshold.
Linked documents and governance
This DPIA sits within a published governance set that includes the legal mandate, the policy and SOP, the privacy notice, the appropriate policy document for sensitive processing, the authority form, operator and engagement logs, the cancellation report, and the post deployment review template.
The legal mandate explains the lawful basis under common law policing powers and relevant legislation. Policy and standard operating procedures set when and where deployments may occur, who can be placed on a watchlist, signage and public information, officer roles, and retention.
Controller, SIRO, DPO, IAO, business owner, project lead, legal services contact, and information security adviser details are recorded.
The publication plan is to publish the legal mandate, the policy, a summary of the SOP, the privacy notice, and contact routes for questions, complaints, and information rights requests.
As part of the South West Police Procurement process the LFR application is to be a Home office approved supplier for which algorithm performance is required to be suitable in terms of accuracy and being non-biased. The True Recognition Rate (TRR), False Alert Rate (FAR) and Recognition Time (RT) metrics are required to have ongoing acceptable confidence levels to ensure the appropriate use of the Live Facial Recognition application which is used. The configuration and version used for each deployment will be recorded in the written authority.
Why a DPIA is required
The processing involves biometric data for unique identification and criminal offence data. It uses innovative technology and data matching at scale with incidental processing of members of the public who are not on the watchlist. Case law confirms police use can be in accordance with the law when safeguards allow proportionality to be examined, and the legal basis is accessible and foreseeable. A DPIA is required to assess necessity, proportionality, risks, and safeguards before deployment.
Court of Appeal in Bridges (R (Bridges) -v- CC South Wales ors Judgment and Press Summary) confirmed that the legal framework regulating deployments contains safeguards enabling proportionality to be examined and that to be in accordance with the law the basis must be accessible and foreseeable. The respective Force publishes the legal mandate and supporting governance to meet that test. Local public engagement indicates conditional support where deployments are targeted, overt, and safeguarded
Human Rights 
LFR activity engages Article 8 and may engage Articles 10 and 11 in some contexts
Article 8 - it is acknowledged that the taking of an individual’s image may constitute an interference with their Article 8 Right to a Private Life. 
In R (on the application of Bridges) v Chief Constable of South Wales Police the Court of Appeal concluded that the Data Protection Act 2018 provided “an important part of the framework in determining whether the interference with the Appellants Article 8 right was in accordance with the law”.
The application of the Data Protection Act 2018 to LFR is set out in detail in Step 4 in this DPIA below. 
In addition, the 4-part test in Bank Mellat v HM Treasury (No2)[2014] AC70014 determines whether an interference with Article 8 is proportionate: 
Legal and public engagement evidence
Publishing the legal mandate and operational safeguards makes the basis accessible and foreseeable. Local public engagement indicates conditional support where deployments are targeted, overt, and safeguarded. This evidence informs our signage, thresholds, and deletion controls.


Step 2: Describe the processing
2.1 Describe the nature of the processing
	Nature of processing
	Description

	What category is this data?
· Policing Information - Crime or Offence-Related
· Evidential Material
· Information for other policing purpose
· Corporate Information
· Heritage/in Public Interest
	· Policing Information - crime or offence related. 
· Information for other policing purposes.
· Evidential material only where an engagement leads to policing action. 
· The processing includes biometric data used for unique identification and criminal offence data linked to inclusion on a watchlist.

	2.1.1 How will the data be collected?
	Cameras capture facial images in real time within a defined zone of recognition. The application detects faces in the live feed, isolates each face, and extracts features to form a biometric template. The template is compared against the watchlist of reference images prepared for that deployment.

	2.1.2 How will the data be used?
	When the similarity score meets the agreed threshold, the system produces a possible match alert. The operator sees three thumbnails: a candidate image from the watchlist, the face extracted from the live feed, and the CCTV frame from which the probe image was extracted. The operator adjudicates the alert. If it’s viable, a trained engagement officer conducts a face-to-face check and further enquiries. The system does not make decisions by itself, and an alert is not an instruction to engage. Threshold settings are set and recorded before each deployment.

	2.1.3 How will the data be stored? 
	Non-matches are deleted by the application. Possible match thumbnails and related biometric templates can be retained for a maximum of 24 hours and are generally deleted immediately after the deployment. Watchlists and associated metadata are deleted immediately after the deployment or within 24 hours. Operator and engagement logs are retained under MoPI. CCTV footage from the deployment follows local CCTV retention unless needed for evidential or complaints purposes.

	2.1.4 What is the source of the data?
	Watchlist images are sourced from lawfully held repositories such as custody images and case files for a clear policing purpose. Inclusion is intelligence led and linked to the aims of the deployment. Sources and criteria are recorded in the authority decision and policy.
Non-police originated images are not planned to be used for watchlists. In exceptional circumstances, the AO will decide if a non-police originated image should be included in a watchlist.

	2.1.5 Who will the data be shared with?
	Possible match information is handled within the operational team. There are no international transfers in standard deployments. Supplier access is controlled under contract and named personnel. The LFR application is provided by a Home Office-approved supplier. The deployment record will note the supporting asset and software version.
For each live deployment, summary results (e.g. watchlist size, number of faces seen, number of true alerts, number of false alerts, outcomes) will be published.

	2.1.6 What types of high risk processing of the data is involved?
	Biometric data used for unique identification. Large scale incidental processing of members of the public who are not on the watchlist. Sensitive processing for a law enforcement purpose. Automated comparison with mandatory human review before any engagement.

	2.1.7 Additional information to describe the nature of the processing:
	Each deployment is targeted, intelligence led, time bound, and geographically limited. A written authority records the purpose, location, dates and times, threshold, watchlist rationale, safeguards, and resources. Signs are placed outside and within the zone of recognition. Website updates and information leaflets are provided with a QR link. Command, operator, and engagement logs are kept. Performance metrics are gathered for audit and benefits assessment. 
The application will run as a closed system, on-vehicle with no internet or network connection during operation. Cameras are cabled to the unit. Watchlists are prepared on the Force network and transferred on encrypted media. Access is role-based for named trained and vetted users and the system records configuration and operator actions in audit logs. The live video stream is not retained by the application. The only application images held are possible match thumbnails (this includes individuals who are falsely matched by the system) and templates and there is a permanent deletion of that image within 31 days. If safeguards cannot be maintained the deployment is stopped and configuration can be reloaded from encrypted media. 
Operator adjudication:
Operators review three thumbnails and record a decision with a short rationale. An alert is not an instruction to engage. Any engagement decision is made by an officer based on all the circumstances. Decisions are logged for audit and learning.
Operator decision recording:
Decisions are coded Accepted, Rejected, or Deferred with a short rationale. Typical reject reasons include poor quality probe, occlusion, extreme pose, or threshold marginal. The record captures time, camera, alert ID, operator ID, and any escalation to a supervisor. Where available, body worn video checks are used to confirm the live likeness before any engagement. A second reviewer can be requested for marginal alerts. All outcomes feed the post deployment review and training refreshers.


2.2 Describe the scope of the processing:
	Scope of processing
	Description

	2.2.1 What is the nature of the data, and does it include special category or criminal offence data? See glossary of terms Appendix D
	Personal data 
Special category data under UK GDPR. 
Sensitive processing data under Part 3 DPA 2018. Biometric data for unique identification. 
Criminal offence data linked to the policing purpose for inclusion on a watchlist.

	2.2.2 How much data will you be collecting and using?
	Typical deployments use watchlists in the low hundreds with an upper limit around two thousand images. The number of members of the public processed by the cameras is unknown and high volume.

	2.2.3 How often will the data be collected and/or used?
	Deployments are time bound, and event or intelligence led with suitable level of authorisation from the respective Force AO Frequency depends on threat and harm assessments and local tasking.

	2.2.4 How many individuals are affected? 
	Persons on the watchlist and members of the public in the field of view. Most people are processed for a fraction of a second with immediate deletion of their biometric template where there is no match.

	2.2.5 What geographical area does the data cover?
	Deployments focus on a defined location or event within the respective Force area. Cameras are connected to on-vehicle servers used for that deployment. The authorising officer defines the date, time, location, and duration.

	2.2.6 Is there any overlap with other data controllers? i.e. regional systems such as Vetting, Forensics. 
	Overlap can occur with national or regional partners through lawful image sources and operational cooperation. Roles are set out in the legal mandate, policy, and written authority.

	2.2.7 Are any other systems going to be used within this project that might alter the format of original data such as scanning and uploading legacy data or migrating electronic data?
	The application creates biometric templates from faces detected in the live video feed. The respective Force systems hold deployment logs and records. CCTV systems may record video subject to standard retention rules. None of these alter any original or existing data.

	2.2.8 Additional information to describe the scope of the processing:
	Watchlists are bespoke to each deployment and created within 24 hours of use. Typical size is in the low hundreds with an upper cap around two thousand images. Access to the application is role based with user and administrator levels and only trained vetted staff have access during the deployment. The system does not retain non-matches. Possible match thumbnails (including False Alerts) and related templates can be retained for review but deleted within 31 days. Positive matches are likely to be deleted within 24 hours or immediately after the deployment. Watchlists and associated metadata are deleted immediately after the deployment or within 24 hours. Any associated CCTV footage is managed under local CCTV retention which is typically 31 days unless required for evidence or complaints. The application is operated as a closed system with physical and logical access controls. Low quality and duplicate images are removed. Inclusion criteria and source systems are recorded. The authority records the threshold value and the rationale before each deployment. Access is restricted to named operators and administrators on a least privilege basis. Command, operator, and engagement logs are kept along with a cancellation report and a post deployment review. Results inform threshold settings, training, and configuration for subsequent deployments.


2.3 Describe the context of the processing:
	Context of the processing
	Description

	2.3.1 What is the nature of the relationship with the individuals? 
	Most affected people are members of the public in public places. People on the watchlist are persons sought for a policing purpose.

	2.3.2 How much control of their data will the individuals have?
	Deployments are overt. Signs are placed outside and within the zone. Website notices of planned deployments, updates and information leaflets are provided. People can avoid the area. Engagement follows a human reviewed alert only.

	2.3.3 Would data subjects expect the Force to use their data in this way?
	There is evidence of public support where use is targeted and reduces crime and harm. Each Force has conducted several Community engagement sessions indicating conditional support for police use with safeguards.

	2.3.4 Do the data subjects include children or other vulnerable groups?
	Crowds can include vulnerable people. Equality and bias risks are assessed and mitigated through threshold control, human review, and officer training. 
Each deployment will specifically identify and document whether the watchlist contains persons who are believed or suspected to:
· be aged under 18 years old
· be aged under 13 years old
· have a disability
Watchlist entries for children are identified and subject to appropriate retention.
If LFR will be used to locate a person and that person’s records state that they are (or are suspected to be) aged under 13 years old, then system factors should be considered, including the ability for the LFR system to generate an accurate alert against the image proposed for inclusion on the watchlist.
Children under 10 should only be included in Watchlists for LFR in exceptional circumstances and their safeguarding and welfare should be the immediate priority of the Engagement Officer.
If LFR will be used to locate a person and that person’s records state that they have (or are suspected to have) a relevant disability, then there is a particular need to ensure that the image is suitable for inclusion on the watchlist. System and subject factors should also be considered, as well as the ability for the LFR system to generate an accurate alert against the image proposed for inclusion on the watchlist.
The expected policing requirements for interactions with children and/or vulnerable persons will take place by the Engagement Officer in terms of supportive reasonable adjustments.

	2.3.5 Are there prior concerns over this type of processing or security flaws?
	Concerns include discretion about where and who, bias in algorithms, privacy impact, and rights at assemblies. These are addressed through the legal mandate, authority process, threshold control, equitability evidence, and transparency.

	2.3.6 Is this processing of the data novel in any way?
	LFR is innovative but supported by national learning and case law. The legal framework contains safeguards that enable proportionality to be examined and requires an accessible and foreseeable basis. There is an element of AI and a “Responsible AI checklist” has been created to examine that aspect. 

	2.3.7 Will any systems be decommissioned or become obsolete due to this new process? 
	LFR complements existing tactics. No immediate decommissioning is required.

	2.3.8 Are there any current issues of public concern that the Force should factor in?
	Use at protests engages Articles 10 and 11. Decisions record the balance between public safety and rights. Deployments are narrowed in time and space as needed and are overt with clear public information.

	2.3.9 Can the data be categorised and/or sorted through the addition of 2.3.10 metadata? i.e. adding flags to denote public inquiry'
	Operational records include fields for outcomes, alert type, threshold, and audit to support assurance and reporting.

	2.3.11 Is the Force signed up to any approved code of conduct or certification scheme (once any have been approved)?
	Use is assessed against the Surveillance Camera Code of Practice and the ICO surveillance camera guidance. An appropriate policy document supports sensitive processing. Specific CoP APP for Live Facial Recognition applies.

	2.3.12 Additional information to describe the context of the processing:
Deployments are overt with clear signage outside and within the zone of recognition and advance web updates. Information leaflets are available, and officers can explain the technology on request. Decisions consider Articles 10 and 11 at public assemblies and narrow time and scope where needed. Roles and responsibilities are set in policy and standard operating procedures. Training covers lawful processing, officer powers, configuration and human adjudication of alerts. Logs are kept by command operators and engagement officers to support audit and learning. Where assemblies are involved the authority records Articles 10 and 11 considerations. Time and space are narrowed where needed and enhanced signage and engagement are used. Public information is given through advance web notices where appropriate, on-site signs outside and within the zone of recognition, and an information leaflet with a link to the privacy notice and contact routes. A mailbox is provided for enquiries and complaints. Information rights requests will be forwarded without delay to the appropriate team to deal with Subject Access requests (SARs) to the data protection team. Freedom of Information requests to the FOI Team.


2.4 Describe the purposes of the processing:
	Purposes of the processing
	Description

	2.4.1 What does the Force want to achieve?
	Locate wanted persons. Prevent harm. Support targeted preventative policing in areas at risk. Preserve order and bring offenders to justice.

	2.4.2 What is the intended effect on individuals / data subjects?
	For those not on the watchlist there is no impact beyond being in view of a camera. For a possible match there may be officer interaction after human review. Clear signage and information allow people to make informed choices.

	2.4.3 What are the benefits of the processing for the Force, and more broadly?
	Improved ability to find wanted persons in crowded places. Faster safeguarding where risks are identified. Support to officers. Potential reduction in unnecessary stop and search through targeted identification.

	2.4.4 Additional information to describe the purposes of the processing:
Deployments are overt with clear signage outside and within the zone of recognition and advance web updates. Information leaflets are available, and officers can explain the technology on request. Decisions consider Articles 10 and 11 at public assemblies and narrow time and scope where needed. Roles and responsibilities are set in policy and standard operating procedures. Training covers lawful processing, officer powers, configuration and human adjudication of alerts. Logs are kept by command operators and engagement officers to support audit and learning. The post deployment review records alerts, positive identifications, outcomes, false alert rate, any arrests or safeguarding results, community feedback, and complaints. Findings are used to adjust threshold settings, watchlist criteria, officer deployment, signage placement, and communications. The aim is to focus engagement on human reviewed alerts and reduce unnecessary stop and search.


Step 3: Consultation process
Consider how to consult with relevant stakeholders:
	Consultation
	Description

	3.1 Describe when and how the Force will seek individuals’ views – or justify why it’s not appropriate to do so?
	Consultation with internal and external stakeholders to test legality, proportionality, technical performance, equality impacts, transparency, and public acceptability. Internal stakeholders include the senior responsible officer, senior information risk owner, data protection officer, legal services, information security, ICT and digital, procurement, training, professional standards, operational command, neighbourhood policing, communications, and equality and inclusion. External stakeholders include the Information Commissioner engagement route, national policing leads on facial recognition, the Police Digital Service, the National Physical Laboratory, supplier technical specialists, local authority partners, event organisers, business improvement districts, independent advisory groups, the ethics panel, and community representatives. Feedback will be used to shape signage, threshold setting, watchlist criteria, and deletion controls. A consultation log will record dates, attendees, key points, decisions, and actions so changes can be traced to stakeholder input.

	3.2 Confirm who else needs to be involved within the Force / Forces?
	Engagement has already taken place, internally and externally, with a range of stakeholders and members of the public. Further workshops will be held to walk through the end-to-end process. Show and tell events will demonstrate the equipment and operator screens. Public engagement will include web updates, social media, and face to face briefings ahead of and during any deployments. A record of engagement activities and feedback will be maintained and used to inform signage, thresholds, and deletion controls.

	3.3 Confirm whether the Force needs to ask its processors to assist?
	If the LFR system is being operated by officers from the vans’ host force, then that force, a trusted partner UK policing entity, will be processing data on our behalf. This arrangement will be covered by the Contract or a data processing agreement in accordance with the Controller- Processor responsibilities under DPA Part 3 Section 59 for law enforcement processing or
UK GDPR Article 28
When the system is being operated by our own officers, no third-party processors are involved.

	3.4 Confirm whether or not the Force will consult information security experts, or any other experts?
	Equality and bias are handled through threshold control, operator training, human adjudication, post deployment analysis, and reference to independent performance testing. Discretion is constrained by a written authority that sets purpose, location, dates and times, threshold, and watchlist criteria. Rights at assemblies are addressed by recording Articles 10 and 11 considerations, narrowing time and space where needed, and adding enhanced signage and engagement. Transparency is increased through web pages, signage outside and within the zone of recognition, and an information leaflet with a link to further details. Audit and assurance are strengthened by command logs, operator logs, engagement logs, and post deployment reviews. The privacy notice and appropriate policy document are updated and published.

	3.5. Confirm whether or not the Force will consult any other experts i.e. Investigatory Powers Commissioner's Office (IPCO), Biometrics Surveillance Commissioner, Criminal Cases Review Commission (CCRC), National Police Chiefs' Council (NPCC) Experts.
	Engagement continues with the ethics panel, independent advisory groups, and local partners. Each deployment type is reviewed, and learning is fed back into threshold setting, watchlist criteria, signage, and communications. The DPIA and supporting documents are reviewed on a scheduled basis and after material change.

	3.6. Have Information and communication technology (ICT) been consulted to ensure the force does not have solutions already in place that could meet the requirements of this project? 
	ICT have been consulted. They confirmed that no existing force system provides live facial recognition with real time watchlist comparison, operator adjudication using the three-thumbnail view, deployment level threshold control, and the deletion and audit controls described. However, there are ongoing projects relating to retrospective FR.

	3.7 Additional information to describe how to consult with relevant stakeholders:
Consultation uses workshops, show and tell sessions, and circulation of draft documents. Internal stakeholders include the SRO, SIRO, DPO, legal, information security, ICT and Digital, procurement, training, professional standards, operational command, neighbourhood policing, communications, and equality and inclusion. External stakeholders include the ethics panel, independent advisory groups, the Information Commissioner engagement route where appropriate, NPCC leads, Police Digital Service, the National Physical Laboratory, supplier technical specialists, local authority partners, event organisers, business improvement districts, community safety partnerships, and civil society groups. A consultation log is maintained with minutes, feedback, decisions, and actions and is reviewed at milestones and after material change.


[bookmark: _Hlk144979394]Step 4: Assess necessity and proportionality
Describe compliance and proportionality measures, in particular:
	Compliance and proportionality measure
	Description

	4.1 What is the lawful basis for processing the data under data protection legislation? 
	Processing is carried out for a law enforcement purpose by a competent authority under; 
Part 3 of the Data Protection Act 2018. The operation of LFR at deployments, the compilation and use of watchlists, the creation of biometric templates, and operator adjudication of alerts are sensitive processing of personal and biometric data used to uniquely identify individuals. This processing is strictly necessary for the policing purpose and meets a Schedule 8 condition. The relevant conditions are statutory purposes, administration of justice, protecting vital interests, and safeguarding children or individuals at risk. An Appropriate Policy Document (APD) is in place for sensitive processing for law enforcement purposes.
A bespoke Appropriate Policy Document for LFR is to be in place for both law enforcement purposes and UK GDPR purposes. 
General, non-law enforcement processing under UK GDPR and Part 2 of the DPA 2018. 
Public communications, community engagement, transparency materials, and routine records administration rely on Article 6(1)(e) public task. Where special category data arises the basis is Schedule 1 substantial public interest for the statutory function, or vital interests where that applies, and these are covered by the Appropriate Policy Document.
Necessity and proportionality are assessed in advance for each deployment. LFR is only authorised where it is the least intrusive viable tactic to achieve the defined aim and where alternatives would be ineffective or more intrusive. Each deployment is time bound and geographically limited. Watchlists are bespoke and intelligence led. Images are drawn from lawfully held sources. Composition and inclusion criteria are documented and approved at the agreed rank.
Alerts are assisted identifications only. A trained operator must adjudicate every Alert before any engagement. There is no solely automated decision making with legal or similarly significant effects.
Data handling follows strict minimisation and retention controls. Non-matches are deleted immediately. Artefacts created for operator adjudication, such as possible match thumbnails and associated metadata or templates, are kept only for the shortest period needed and, in any case, no longer than 24 hours after the end of the deployment. They are then purged, and the purge is recorded. Operator, engagement, and command logs are retained under MoPI by reference to risk and purpose. Environmental CCTV follows a routine 31-day retention unless there is an evidential or complaints hold, in which case the hold overrides deletion and is recorded. Source system records used for watchlists continue to follow the owning system’s MoPI schedule and are not extended by LFR use.
The approach is consistent with common law policing purposes and with Article 8 of the European Convention on Human Rights. The legal and governance framework is accessible and foreseeable, sets clear constraints, records necessity assessments, and provides effective oversight that prevents function creep.

	4.2 Does the processing actually achieve the Force’s purpose?
	Yes. Within a defined zone of recognition, the system compares faces observed in real time against a pre-defined, intelligence led watchlist at a documented similarity threshold. When the threshold is exceeded, the system generates a possible-match Alert. A trained operator reviews every Alert before any engagement.
This enables the timely location of persons sought for policing purposes or at risk in crowded or high-risk environments where manual recognition is impractical. Individuals who are not on the watchlist are not identified and are not retained. Unmatched biometric data is discarded immediately.
Engagement only follows operator adjudication. Any action must be independently justified by the officer on the totality of the circumstances. For each deployment the threshold value and the rationale for that setting are recorded, together with the scope of time, place, aims, and watchlist composition. These controls show necessity and proportionality and how the system has been tuned for accuracy. In combination, strict retention limits, human review, and overt deployment allow the system to deliver the policing purpose with less intrusion than many traditional alternatives.
An alert assists identification and is not an instruction to engage. Any action will be justified independently by the officer based on all the circumstances.

	4.3 Is there another way to achieve the same outcome?
	Conventional tactics alone are less efficient and less reliable at scale in crowded environments. Options considered include no use, general patrols, static observation, retrospective CCTV review, and non-biometric tactics. These are less effective or require greater intrusion to achieve the same outcomes. Live facial recognition with human review, strict time and place limits, and rapid deletion provides targeted effect with less unnecessary engagement. Retrospective CCTV review and non biometric tactics are used as complements where appropriate, but they do not provide timely identification at scale in crowded environments without greater intrusion or more officer time.

	4.4 How will the Force prevent function creep?
	A written authority with suitable level of authorisation from the respective Force AO sets and records the purpose, location, dates and times, threshold, watchlist criteria, signage plan, data handling, and resourcing. Deployments are overt and time bound. Watchlists are built for the specific deployment and deleted within 24 hours. Non-matches are deleted immediately. Possible match images and templates are deleted within 24 hours. Any new purpose or materially different use requires a revised DPIA, a new authority decision, and updated published governance to maintain accessibility and foreseeability.

	4.5 How will the Force ensure data quality and data minimisation?
	Watchlist inclusion criteria are defined and recorded. Low quality and duplicate images are removed. Threshold settings are set with rationale before each deployment and operators are trained to adjudicate using the three-thumbnail view. Only the minimum data needed is processed. Non-matches are deleted immediately. Possible match images and templates are retained no longer than 24 hours and are usually deleted at the end of the deployment. Decisions regarding the retention of Logs are made in accordance with the Joint Records Management Policy for DCP and DP and the National retention Schedule. Watchlists are checked before each deployment to remove low quality and duplicate images, are restricted to what is necessary for the stated purpose and have source and inclusion criteria recorded for each entry.

	4.6 What information will the Force give to individuals / data subjects?
	A communications plan is prepared for each deployment. Signs are placed in advance outside and within the zone of recognition. Website pages explain the purpose, locations, dates and times where appropriate, how the technology works, data handling, and rights. Officers provide an information leaflet and can answer questions and direct to contact routes for complaints and information rights.

	4.7 What measures does the Force take to ensure processors comply?
	Access to any personal data by a supplier (Processor) documented in writing in the Contract or a Data Processing Agreement as required for law enforcement processing under DPA 2018 Part 3 Section 59 and for General Processing under UK GDPR Article 28. 
Supplier roles and access are controlled in contract and by named personnel. Technical assurance includes security accreditation, testing, change control, patching, backup, and incident response. Roles and responsibilities are defined for authorising officers, deployment command, operators, engagement officers, system administration, IAO, DPO, and SIRO. Documentation includes applications, written authorities, operator and engagement logs, and post deployment reviews. Supplier details for the live facial recognition application will be recorded in the relevant deployment and contract documents for a Home Office-approved supplier.
Backup and restore processes apply to corporate records and system configurations; transient LFR application items remain subject to the 24-hour deletion limit. 

	4.8 How will the Force safeguard any international transfers?
	No international transfers are required for standard deployments. If a transfer becomes necessary it will only occur with documented need, an identified transfer tool, risk assessment, and appropriate safeguards in line with data protection law and published guidance, and only after approval through governance.

	4.9 Additional information to describe compliance and proportionality measures:
The authority process captures the proportionality assessment including Articles 10 and 11 where relevant. Equality and bias are addressed through threshold control, operator training, human review, and reference to independent performance testing. Assurance is supported by command, operator, and engagement logs and by post deployment reviews with outcomes, false alert rates, and learning fed back into watchlist criteria, thresholds, training, signage, and communications. Privacy information is published to maintain accessibility and foreseeability of use. Proportionality is applied through targeted intelligence led time bound and geographically limited deployments with watchlist governance, threshold rationale, human review, rapid deletion, overt signage, and public information. For assemblies the authority records the Articles 10 and 11 balancing exercise and narrows time and space where needed. Publishing the legal mandate and operational safeguards ensures the basis is accessible and foreseeable, meeting the Bridges standard.


Step 5: Rights of Individuals
Describe how the Force will comply with the rights of the individual:
	Rights of the individual
	Description

	5.1 How will the Force help to support the Rights of individuals and data subjects to exercise their Rights or using a service or contract?
The Rights are:
· Right to be informed
· Right to request access
· Right to request rectification
· Right to request erasure (right to be forgotten)
· Right to request restriction of processing
· Right to data portability* GDPR processing only
· Right to object* GDPR processing only
· Rights in relation to automated processing
	Right to be informed
Provide advance web notices where appropriate. Place signs outside and within the zone of recognition. Give an information leaflet with a link to further details. Explain purpose, dates and times where appropriate, locations, how the system works, watchlist governance, data handling, and contact routes. Publish the legal mandate, policy, SOP summary, and privacy notice.
DCP and DP have existing processes to deal with and respond to requestors relating to requests under Data Subject Rights in data protection legislation.
Right to request access
Publish clear routes for information rights requests. Locate relevant records through operator and engagement logs and any evidential material created by officer interactions. Apply identity checks and statutory timescales. Redact where required. For bystanders, core application data will usually have been deleted by design, so responses will rely on deployment logs and any evidential material created by officer interactions.
Right to request rectification
Follow the existing processes for requests for rectification for records held in each Force systems. Watchlists are checked for quality before use and deleted within 24 hours after the deployment. Possible match images and templates are deleted within 24 hours. Non-matches are deleted immediately.
Right to request erasure
Follow the existing processes for requests for erasure for records held in each Force. Core application data is deleted quickly by design. Non-matches are deleted immediately. Possible match images and templates are deleted within 24 hours. Watchlists and associated metadata are deleted within 24 hours. 
Right to request restriction of processing
Follow existing processes for requests to restrict processing for records held in each Force. Hold further use of relevant Force records while a request is assessed. Core application data will usually no longer exist due to immediate or rapid deletion. Where evidential material exists apply criminal justice handling and record any restriction outcome.
Right to data portability applies to GDPR processing only
Where general processing applies handle any portability request under policy. Most activity is Part 3 law enforcement processing, so portability rarely applies. Record the basis used.
Right to object applies to GDPR processing only
Where general processing applies consider objections and record outcomes. This Right does not apply to law enforcement processing. Signs and information allow people to avoid the zone. Engagement follows a human reviewed alert.
Rights in relation to automated processing
There is no solely automated decision making with legal or similar significant effect. Every alert is reviewed by a trained operator, and any action is taken by an officer based on all the circumstances.
Freedom of expression and assembly
Where deployments relate to assemblies, record Article 10 and 11 considerations. Narrow time and scope where needed. Use enhanced signage and engagement.
Complaints and concerns
Publish a mailbox and contact routes. Professional standards and the DPO review relevant cases. Outcomes feed into threshold settings, watchlist criteria, signage, training, and communications. For bystanders, core application data will usually have been deleted by design; responses may rely on deployment logs and any evidential material created by officer interactions.

	5.2 How will the Force support the above rights of the individual with legacy data? 
	Legacy records such as logs and reviews are held in Force systems under MoPI and retention schedules. They are locatable for subject access. Follow existing processes for the Rights to rectification, restriction, and erasure requests to legacy records under law and document outcomes. No legacy LFR application data is retained beyond the limits set. Non-matches are deleted immediately. Possible match images and templates are deleted within 24 hours. Watchlists and associated metadata are deleted within 24 hours. Publish contact routes and response times.


Step 6: Records Management
Describe compliance around review, retain and disposal processes:
	Records management process
	Description

	[bookmark: _Hlk146907172]6.1 Are you retaining this data in accordance with the National Retention Schedule (NRS), APP (authorised professional practice) Information Management (Management of Police Information MoPI) or, APP Archiving in the Public Interest (Heritage/museum)?
	Each Force will ensure use of LFR is included in the respective Force Information Asset Register (IAR) which is used as the Record of Processing Activities as required in data protection legislation. 
The application is designed for short life data. Non-matches are deleted immediately. Possible match thumbnails and related biometric templates are held only for short operational review and are deleted within 24 hours. Watchlists and associated metadata are deleted within 24 hours of the end of the deployment. Corporate operational records such as logs and reviews follow MoPI and local schedules. Evidential material created by an officer interaction is handled under criminal justice procedures. CCTV is managed within the respective Force video management system with role-based access and routine disposal. A retention schedule is maintained with version control. Records Managers in the respective Force provide advice to the IAO for IAO reviews regarding retention periods as part of the Records of Processing Activities which are the Information Asset Registers in the respective Force. IARs to be reviewed at least annually or after material change. Staff are trained on these rules before access to the system.
For mutual aid deployments using Regional Vans, the supporting Force deletes any LFR application artefacts in line with the joint deployment order and their policy. The respective Force retains only those records necessary for outcome, audit, and accountability.

	6.2 What is the maximum retention period of the data. Please see J-P-011 Joint Information Records Management Policy for further guidance.
J-P-011.docx
	Non-matches
Immediate deletion by the application. Not written to disk.
Match thumbnails and templates Retained for no longer than 24 hours. Used only for operator adjudication. A timer-based purge removes any residual files. A manual check is recorded.
Watchlists and associated metadata
Retained for no longer than 24 hours from the end of the deployment. Covers the copy within the application and any staging or export folders used to prepare or load the list.
Operator, engagement, and command logs
Retained under MoPI in line with risk and purpose. Access is restricted to the deployment team, supervisors, information management, and audit.
CCTV footage
Routine 31 days unless required for evidence or complaints. Evidential holds override routine deletion and are recorded. Retention profiles may differ by site in line with CCTV policy, with any evidential holds recorded and reviewed.
Source system records used for watchlist images
Retained under MoPI by offence or safeguarding category. Retention is unchanged by the deployment.

	6.3 Is the data being stored electronically, physically or both?
	Application. Electronic processing takes place on the vehicle unit. The application does not retain the live video stream. Only possible match thumbnails and templates are held temporarily for operator adjudication and technical checks, then purged in line with retention controls. Storage used by the application is encrypted where applicable, and role-based access controls are applied.
Corporate systems. Authority forms, logs, cancellation records, and post deployment reviews are stored electronically in the Force document or records management system, with audit trails and permissions.
Physical items. Physical items include public information leaflets and any aide memoire notes. Aide memoires are scanned to the electronic record and then destroyed securely. Removable media used for watchlist loading is encrypted, signed in and out, erased after each deployment, and kept in a locked cabinet when not in use.

	6.4 Is the legacy data being stored electronically, physically or both?
	Legacy operational records are held electronically in a project workspace or records repository with document control and access lists managed by the Information Asset Owner. Older versions of key documents can be retained to evidence decision making. Any historic physical items are scanned or managed under local records procedures. No legacy application data remains beyond the 24-hour limits.

	6.5 How will data be reviewed throughout its lifecycle?
	Before deployment. Complete the authority and record the purpose, dates and times, location, threshold, signage plan, watchlist rationale, and deletion controls. Complete a watchlist quality check to remove low quality and duplicate images. Record the source system and inclusion criteria for each entry. Confirm that auto delete settings and purge jobs are active.
During deployment. Command oversight confirms that the configuration matches the authority. Confirm non-matches are deleted immediately. Confirm possible match items are cleared after operator adjudication. For longer deployments, record daily checkpoints. Monitor any purge job alerts or storage warnings.
After deployment. Complete a cancellation record and a post deployment review. Record the delete timestamps for possible match items, templates, and the watchlist and metadata. Verify that staging folders are cleared. Confirm that logs are complete. Capture metrics including number of alerts, false alert rate, positive identifications, outcomes, arrests or safeguarding results, complaints, and community feedback. Publish summary metrics on website. Record lessons and actions.
Periodic audit. Sample a set of deployments each quarter. Verify retention and deletion assertions against audit logs, storage folders, and review records. Record findings to Gold with actions and deadlines. Update training where repeat issues are identified.

	6.6 How will legacy data be reviewed throughout its lifecycle?
	Reviews confirm that only MoPI justified records remain, that authority packs and post deployment reviews are filed, and that items approaching disposal are flagged. A short review note is provided to the IAO. Outcomes feed into policy updates and refresher training where needed.

	6.7 How will data be deleted at the end of its lifecycle?
	Application. Non-matches are not written to disk. Possible match items and templates are removed by a scheduled purge within 24 hours. The operator or supervisor records a manual verification in the cancellation record.
Watchlists and metadata. Watchlists and metadata are deleted from the application and from any staging folders within 24 hours of the end of the deployment. Staging folders are checked against a load manifest and sign off is captured in the cancellation record.
CCTV. CCTV is deleted by the video management system at the routine retention unless a lawful hold is in place. The hold is recorded against the asset and reviewed.
Corporate records. Logs and reviews are disposed of under MoPI with recorded approvals. The disposal entry records the item, the date, the method, and the staff responsible.
Removable media. Encrypted media is wiped with a verified method and returned to secure storage. A media log records issue, return, wipe, and custody checks.

	6.8 How will legacy data be deleted at the end of its lifecycle?
	The records system produces a disposal schedule based on MoPI and local schedules. The Information Asset Owner authorises disposal. Where physical items exist, secure destruction certificates are retained. A lessons summary is captured after each disposal exercise to improve future handling. Any items on evidential hold are excluded and reviewed separately.

	6.9 Are there any automated parameters which can be set for the data? i.e. automated deletion, triggered review dates.
	[bookmark: _Int_HSgaqchh]Yes. Auto deletion of non-matches is inherent to the application design. Possible match items and templates are deleted by a timer within 24 hours. Watchlists and associated metadata are deleted by a timer within 24 hours of the end of the deployment. CCTV retention is set in the video management system to 31 days by default with documented holds where required. Calendar reminders trigger the post deployment review within one working day and quarterly audits for the deployment portfolio. The system produces local audit events for delete actions and configuration changes. 

	6.9.1 Additional information to describe compliance and records management considerations of the data throughout its lifecycle
	Before deployment
An authority sets purpose, dates and times, location, threshold, watchlist criteria, signage plan, and deletion controls. A quality check removes low quality and duplicate watchlist images. It records the source system for each entry and confirms inclusion criteria. Watchlists are created within 24 hours of use. Auto delete settings and purge jobs are confirmed as active. Roles and responsibilities are assigned for operators, supervisors, ICT, information management, the Information Asset Owner, and the Data Protection Officer. Calendar reminders are set for the post deployment review and the next periodic audit.
During deployment
The configured threshold is applied, and non-matches are deleted immediately. Operators adjudicate every alert using the three thumbnail view and record decisions. Command oversight checks logs and configuration against the authority. For longer deployments daily checkpoints confirm that deletions are occurring, and that configuration has not changed. Any purge job alerts, storage warnings, incidents, or complaints are recorded with actions.
Post deployment
Possible match items and templates are deleted within 24 hours. Watchlists and metadata are deleted within 24 hours, including any copies in staging folders used for loading. Deletion timestamps are recorded for each category. Operator, engagement, and command logs are filed and retained under MoPI. A post deployment review confirms deletions, checks performance and false alert rate, records alerts, positive identifications, outcomes, arrests or safeguarding results, complaints, and community feedback, and sets actions for threshold settings, watchlist criteria, officer deployment, signage, training, and communications.
Backups and audit
Transient application items (non-matches, possible-match artefacts, watchlists and associated metadata) are either excluded from backups or, if captured by a system-level process, are removed within 24 hours by purge controls. Audit logs record configuration changes, access and deletion events. Quarterly sampling verifies retention and deletion assertions against audit logs, storage folders and review records, with findings tracked to completion.
Cancellation and verification
The cancellation record lists the watchlist filename, load time, and delete time. Staging folders are checked against a load manifest and the result is recorded. Completion of purge jobs for possible match items and templates is confirmed. Any exceptions are documented with cause, fix, and the person responsible for verification.
Monitoring and alerts
Random dip sampling of access and modification to folders will be carried out.
Transparency
Public pages explain that non-matches are deleted immediately and that possible match items and watchlists are deleted within 24 hours. Where appropriate a short summary of deployment metrics and assurance activity is published to support public understanding.
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Step 7: Risk Management
Medium or high risks to be populated in the risk register. Please reference information assurance risks, as appropriate.
See Appendix C for more information
	Describe the source of risk and nature of potential impact on individuals. 
Include associated compliance and corporate risks as necessary.
	Impact
	Likelihood
	Risk Score
	Approach to Risk
	Mitigating Action(s)
	Impact after mitigation
	Likelihood after mitigation
	Risk score after mitigation

	Risk 1
Bias may not be eliminated in the algorithm resulting in a disproportionate number of individuals with protected characteristics being identified in False Alerts leading to risk to the rights and freedoms of data subjects, potential legal challenge, financial claims and increase in complaints.
	3
	3
	9
	Treat
	Assurances around the testing conducted by the software supplier are required in the contract and is continually monitored to ensure that any potential bias in the use or development of the technology is identified and rectified as part of the public sector equality duty and through assessment by academic institutions, technology vendors and government opinion. Watchlists will also be checked to ensure that gender or ethnicity is not unfairly represented. Equality Impact Assessments will be completed and regularly reviewed against legal developments.
	1
	2
	2

	Risk 2
As a result of the Watchlist being deleted after each deployment, the respective Force will not be able to retrospectively confirm details of individuals on watchlists in response to subject access requests from data subjects. This could result in a reduction in public trust and confidence for the respective Force and/or the Police Service in general. 
	2
	3
	6
	Tolerate
	None – watch list destruction is standard operating procedure. 
A subject access request is for the data subject to request their personal data, if the personal data is deleted as part of usual practice prior to the SAR, this is acceptable. Once a SAR is received it is an offence to alter, deface, block, erase, destroy or conceal outside of the usual practices for that data by the respective Force. If the personal data is held, the SAR process is handled in accordance with data protection legislation which includes considering if any exemptions apply for non-disclosure.
	2
	1
	2

	Risk 3
There is a risk that an intervention may take place as the result of a False Positive Alert. This could result in a reduction in public trust and confidence for the respective Force and/or the Police Service in general. See the current case being brought by Shaun Thompson and BBW against The Met.
	4
	2
	8
	Treat
	The LFR Operator will complete the Adjudication prior to any Engagement. Operators and engagement officers are trained and reminded that the tool is only offering a potential match, and that ultimately it is their responsibility to perform identification and assess whether they believe the match is credible and act accordingly.
	3
	1
	3

	Risk 4
There is a risk that a watchlist subject could pass through the zone of recognition without triggering an alert – i.e. a False Negative outcome. This could pose a threat to public safety if the person is suspected of serious or violent offences. Failure to apprehend such individuals can lead to further criminal activity and harm to the public. This could also result in a reduction in public trust and confidence for the respective Force and/or the Police Service in general. 
	4
	2
	8
	Treat
	Whilst the system is not infallible, it has been shown to be consistently effective in other Forces and independent testing. However, variables like weather, lighting, street furniture, reflections and camera angle can impact performance.
Before and during a deployment, a blue watchlist comprising of officers and staff taking part can be used to test system performance. For example, they can be ‘seeded’ into the crowd who walk through the zone of recognition to check that the system correctly identifies them. 
	2
	1
	2

	Risk 5
As a result of the scope of a Deployment there is a risk that fair processing information may not be widely available to members of the public resulting in them not being informed of the processing of their personal data. This could result in a reduction in public trust and confidence for the respective Force and/or the Police Service in general.
	3
	3
	9
	Treat
	Details of planned deployments will be available on the respective Force website. Prominent signage will be placed outside and inside the zone of recognition. The vans will be clearly identified.
	2
	1
	2

	Risk 6 
As a result of different scenarios in which a person may be reported as missing there is a risk that the use of LFR to locate that person may not meet the strict necessity threshold and may be unlawful resulting in potential legal challenge, complaints and financial penalties or regulatory enforcement action
	3
	4
	12
	Treat
	Where a Deployment is being used to locate a missing person, a strict necessity test will be conducted to determine the degree to which the missing person is vulnerable and whether there is sufficient intelligence to indicate that the individual may be in a particular area at a particular time. This will need to be signed off by an officer of the required authority.
	3
	1
	3

	Risk 7
Loss of the encrypted USB with watchlist data
	3
	4
	12
	Treat
	Encrypted USBs are used for the transfer of watchlist data. The transfer of data from the Force secure network to the LFR system will take place on Force premises, thus reducing the risk of data becoming lost or corrupted as part of this process.
The LFR operatives performing the data transfer will be required to maintain detailed deployment logs recording the dates and time the data is copied/ transferred which includes physical transportation of the USB devices. USBs will be stored securely within the van once the watchlist has been downloaded. The encrypted USB will remain in the possession of a Uniformed Officer throughout the Deployment and processes in place to ensure that all USB drives are accounted for at the conclusion of the Deployment and any data contained is erased.
	2
	2
	4

	Risk 8
A lack of training and awareness there is a risk that the Watchlist or other data generated by the LFR application is unlawfully disclosed to third parties
	4
	3
	12
	Treat
	LFR operatives have training on the use of the system, data protection and Government Security Classifications (GSC).
Officers compiling Watchlists do this in a secure environment. They are briefed in respect of Watchlist circulation and informed that this sensitive data must not be disclosed outside the operational command team, deployable officers and technical support staff. Any action following an alert may involve the Force working with other Police Forces, law enforcement bodies or other agencies to assist the respective Force in discharging its common law policing powers. This action will not require the sharing of biometric data but may require the Force to share personal data, as it would for any investigation, in accordance with routine sharing arrangements.
All Watchlists are appropriately stored prior to the operation and are deleted after the Deployment.
Physical and technical security measures are in place (as described in this DPIA) to protect the LFR application and the encrypted USBs used to import the data into the LFR application.
	3
	1
	3

	Risk 9 
During a deployment, an individual already processed is re processed and re-engaged with, creating the possibility of a further (now unlawful) arrest
	1
	4
	4
	Treat
	Following an initial engagement, LFR staff will remove an individual from the live watchlist.
Furthermore, alerts and engagements are logged at the point of engagement.
All checks are carried out by the engagement officer prior to engagement, as such if the LFR team haven’t removed an individual from the watchlist following the first engagement, a second engagement is unlikely to be carried out.
	1
	1
	1

	Risk 10 
The grounds for inclusion of an individual on a watchlist are addressed after the watchlist is generated – either through
· the subject’s own actions or 
· being dealt with elsewhere in the respective Force,
creating the possibility of an unlawful arrest
	4
	2
	8
	Treat
	Checks will be carried out by the engagement officer prior to engagement, if missed at this point and a further engagement is carried out, checks should show during the usual policing procedures that the individual has been dealt with.
	3
	1
	3

	Risk 11 
Van is stolen, vandalised or damaged, allowing unauthorised access to the LFR and other systems.
	4
	2
	8
	Treat
	Before and potentially after deployment, the LFR vans will be securely parked on Force premises (typically a major station), so this risk is low.
The LFR system is stand alone and is not connected to the Force network so there is no risk of accessing other systems. 
The watchlists are not stored on the LFR software while not in active use, only during deployment. At the end of the deployment the watchlist is deleted from the system. 
The LFR and CCTV systems require a username and password to gain access to the system. 
	3
	1
	3



Step 8: Sign off and record outcomes
	Item
	Name / Date
	Notes

	Measures approved by:
	
	Integrate actions back into project plan, with date and responsibility for completion

	Residual risks approved by:
	
	

	Data Protection Officer (DPO) advice provided:
	Tracey Furbear 50920
Alliance Data Protection & Information Sharing Manager (D&C DPO)
And on behalf of
Georgina Berry 31296
Alliance Data Protection & Information Sharing Manager (Dorset DPO)
	01.06.2026

	Summary of DPO advice: 
The respective Force DPOs have been invited and attendees (where possible) at the respective Force Live Facial Recognition (LFR) implementation meetings and have contributed to the discussions regarding governance. 
This DPIA describes the compliance with data protection. LFR is being implemented taking into account and respecting public concern at this type of technology being used. Steps have been taken to mitigate any associated risks to the privacy of individuals. 
A DPIA is a living document and further updates to be made if the implementation is proposed to change or evolves from that which is described in this DPIA as well as where there are further consultation and views of stakeholders for the purposes of transparency. 
Ongoing engagement and compliance should continue to take place with the regulators, specifically the Information Commissioner’s Office and the Biometrics and Surveillance Camera Commissioner. 
Any significant changes to the process, systems or method of deployment must be reflected and assessed in this DPIA. In addition, any newly identified privacy implications come to light, this DPIA to be updated and re-visited. 
The Records Managers for the respective Force to be consulted for queries relating to retention periods.
A DPIA is not approval from an Information Assurance or security perspective. Separate liaison with the Information Assurance Team is recommended.

	DPO advice accepted OR overruled by Information Asset Owner (IAO):
	Accepted – Pete Shabytah 6535
Accepted- Emma Sweetzer 1626
	If overruled, you must explain your reasons / escalation to Senior Information Risk Officer (SIRO)

	Comments: 




	Authorisation Sign Off OR Rejected by SIRO 
	
	


	Comments:



	Consultation responses reviewed by:
	
	If your decision departs from individuals’ views, you must explain your reasons

	Comments: 




	This DPIA will be kept under review 
	
	The IAO and DPO should review ongoing compliance with DPIA 





Appendices
Appendix A – Generic DPIA process
[image: Infographic illustrating the generic iterative process for carrying out a DPIA. The graphic shows the stages sequentially around a circular arrow.]


Appendix B – Criteria assessment 
The following examples from the Information Commissioner’s Office (ICO) illustrate how the criteria should be used to assess whether a particular processing operation requires a DPIA:
	Examples of processing
	Possible Relevant criteria
	DPIA likely to be required?

	A hospital processing its patients’ genetic and health data (hospital information system). 
	· Sensitive data or data of a highly personal nature. 
· Data concerning vulnerable data subjects. 
· Data processed on a large-scale.
	Yes

	The use of a camera system to monitor driving behaviour on highways. The controller envisages to use an intelligent video analysis system to single out cars and automatically recognize license plates. 
	· Systematic monitoring. 
· Innovative use or applying technological or organisational solutions.
	Yes

	A company systematically monitoring its employees’ activities, including the monitoring of the employees’ work station, internet activity, etc. 
	· Systematic monitoring. 
· Data concerning vulnerable data subjects.
	Yes

	The gathering of public social media data for generating profiles.
	· Evaluation or scoring. 
· Data processed on a large scale. 
· Matching or combining of datasets. 
· Sensitive data or data of a highly personal nature.
	Yes

	An institution creating a national level credit rating or fraud database.
	· Evaluation or scoring. 
· Automated decision making with legal or similar significant effect. 
· Prevents data subject from exercising a right or using a service or a contract.
· Sensitive data or data of a highly personal nature.
	Yes

	Storage for archiving purpose of pseudonymised personal sensitive data concerning vulnerable data subjects of research projects or clinical trials.
	· Sensitive data. 
· Data concerning vulnerable data subjects. 
· Prevents data subjects from exercising a right or using a service or a contract.
	Yes

	A processing of “personal data from patients or clients by an individual physician, other health care professional or lawyer” (Recital 91). 
	· Sensitive data or data of a highly personal nature. 
· Data concerning vulnerable data subjects.
	No

	An online magazine using a mailing list to send a generic daily digest to its subscribers. 
	· Data processed on a large scale. 
	No

	An e-commerce website displaying adverts for vintage car parts involving limited profiling based on items viewed or purchased on its own website. 
	· Evaluation or scoring.
	No


Conversely, a processing operation may correspond to the above-mentioned cases and still be considered by the controller not to be “likely to result in a high risk”. In such cases the controller should justify and document the reasons for not carrying out a DPIA and include/record the views of the data protection officer.
In addition, as part of the accountability principle, every data controller “shall maintain a record of processing activities under its responsibility” including inter alia the purposes of processing, a description of the categories of data and recipients of the data and “where possible, a general description of the technical and organisational security measures referred to in Article 32(1)” (Article 30(1)) and must assess whether a high risk is likely, even if they ultimately decide not to carry out a DPIA.
Note: supervisory authorities are required to establish, make public and communicate a list of the processing operations that require a DPIA to the European Data Protection Board (EDPB) (Article 35(4))18. The criteria set out above can help supervisory authorities to constitute such a list, with more specific content added in time if appropriate. For example, the processing of any type of biometric data or that of children could also be considered as relevant for the development of a list pursuant to article 35(4).


Appendix C – Risk information
Risk definition
A risk is a threat to the successful outcome of the project which has not so far occurred, but which has been assessed for its Impact and Likelihood, and actions to mitigate the risk have been identified.

Risk scoring
A score is given to each element Impact and Likelihood based on the scales below.
	Impact
	Performance & Service Provision
	People & Welfare
	Reputation & Ethics
	Financial
	Equality

	1
Minimal
	Minimal impact on performance, little or no disruption to service
	Minimal impact on physical or psychological wellbeing
	Minimal impact on our reputation, integrity, engagement with the public
	Financial impact between £50k and 250k
	Minimal impact on equality; public trust & confidence or the ability to adhere to equality legislation/ the Human Rights Act

	2
Moderate
	Minor impact upon service delivery & performance, however, can still achieve overall objectives
	Moderate impact on physical or psychological wellbeing of individuals resulting
	Small impact on public confidence, detected in reduced community engagement & confidence measures
	Financial impact between £250k and £1m.
	Moderate impact on equality; public trust & confidence or the ability to adhere to equality legislation / the Human Rights Act

	3
Significant
	Some impact on service provision – objectives & performance partially achievable
	Significant impact upon the physical or psychological wellbeing, e.g. results in significant injury/illness
	Significant impact to ability to engage or respond to public. Reputation takes a hit & played out in local media
	Financial impact between £1m and £5 million
	Significant impact on public trust and confidence and on the ability to adhere to equality legislation / the Human Rights Act. Criticism from internal and /or external support groups

	4
Severe
	Major impact on service provision & performance measures. Intervention activity required
	Major impact on physical or psychological wellbeing, e.g. resulting in serious injury/illness
	Severe impact on the force’s integrity played out in national media. Public trust & confidence takes clear hit
	Financial impact between £5m and £10m.
	Major impact on the delivery of equality objectives / strategy and /or the ability to adhere to equality legislation / the Human Rights Act. Public criticism from support groups and litigation. Loss of public trust and confidence in the Force and/or PCC

	5
Catastrophic
	Inability to provide service, performance deteriorating and intervention measures imposed.
	Fatality of one or more individuals
	Professional standards & integrity of force in disrepute, long term damage to public engagement, trust & confidence.
	Financial impact in excess of £10m.
	Inability to deliver equality objectives / strategy or adhere to equality legislation / the Human Rights Act. Wide public criticism from support groups, significant organisational reputational impact on the Force and / or PCC and multiple litigations



	Likelihood
	Explanation plus Interpretation Examples & Analogies

	1
Very Unlikely
	Very rare event. Very unlikely to happen.

	2
Unlikely
	Improbable event. Unlikely to occur within the next year

	3
Evens
	Quite possible event. Could happen occasionally. As likely to happen as not

	4
Likely
	Probable event. More likely than not to occur within the next year.

	5
Highly Likely
	Event very likely to occur within the coming year and/or on a frequent basis.


Risk mitigation
Actions can be taken to reduce or mitigate the risk by choosing one or more of the 5 categories below
	Treat
	Proactive actions taken to reduce: a) The probability of the event occurring, by performing some form of control, or b) The impact of the event should it occur

	
	

	Terminate
	Typically involves changing some aspect of the programme, i.e. changing the scope, procurement route, supplier or sequence of activities changing the scope, procurement route, supplier or sequence of activities

	Transfer
	A third party takes on responsibility for an aspect of the threat for example though insurance or by means of appropriate clauses in the contract

	Tolerate
	A conscious and deliberate decision is taken to retain the threat, having discerned that it is more economical to do so than to attempt a risk response action, for example. The threat should continue to be monitored to ensure that it remains tolerable

	Share
	Modern procurement methods commonly entail a form of risk sharing through the application of a pain/gain formula: both parties share the gain (with pre-agreed limits) if the cost is less than the cost plan; or share the pain (again with pre-agreed limits) if the cost plan is exceeded. Several industries include risk sharing principles within their contracts with third parties


Appendix D Glossary of terms:
What is a controller?
Controller means the natural or legal person, public authority, agency or other body which alone or jointly determines the purposes and means of the processing of personal data.
What is a processor?
A processor is an individual or legal person, public authority, agency or other body which personal data on behalf of the controller.
What is a data subject?
The data subject is the identified or identifiable living individual to whom personal data relates.
Data Protection does not cover deceased persons or where a living individual cannot be identified or distinguished from others.
What is Special Category Data? also known as sensitive processing categories under the Data Protection Act 2018
These are “special categories” of personal data which require greater protection and justification under data protection legislation to process. Processing of these special categories is prohibited, except in limited circumstances.
The special categories are:
· Personal data revealing racial or ethnic origin.
· Political opinions.
· Religious or philosophical beliefs.
· Trade union membership.
· Genetic data and biometric data processed for the purpose of uniquely identifying a natural person.
· Data concerning health.
· Data concerning a natural person’s sex life or sexual orientation.
SIRO
Senior Information Risk Owner
DPO
Data Protection Officer


Useful Links:
J-P-011.docx Joint Records Management Policy
IAO Handbook  - Information Asset Owners Handbook
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